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GDPR Impact on U.S.-Based Companies
On May 25, 2018, the European Union (“EU”) implemented the most robust 

regulation of privacy data that the digital world has ever seen—commonly known 
as the General Data Protection Regulation, or “GDPR.” This guide will walk you 

though implications and steps you can take to remain in compliance.

How the GDPR Will 
Impact U.S.-Based Companies

Should non-European-based companies 
care? Yes. The GDPR has a very broad 
reach and can implicate B-to-B entities, 
and a violation of the GDPR can be very 
expensive.

Key Privacy Requirements of 
the GDPR for U.S. Companies

The GDPR is, at its heart, a regulation 
to control the collection and use of an 
EU data subject’s personal information 
by limiting the processing of personal 
information to the specific purposes for 
which it was collected, and giving the 
data subject control over the collection, 
use, and deletion of his or her personal 
information.

Key Steps to GDPR Compliance 
for U.S. Companies

Although the GDPR came into effect on 
May 25, 2018, the breadth of its reach 
will continue to develop long after its 
effective date. Domestic companies 
should be aware that the rules will 
likely change over time. While this may 
make the applicability of the GDPR all 
the more elusive, there are a number 
of steps that domestic companies can 
take to best position themselves for 
compliance with the GDPR’s current and 
future states.

A Human Resources Manager’s 
Guide to the GDPR

When it comes to compliance with 
privacy laws, companies often overlook 
the more internal data that they 
collect —data about their employees. 
Probably more than any other 
department in a company, HR offices 
and databases have a treasure trove 
of documents that contain personal 
information related to current and former 
employees and job applicants.



How the GDPR Will Impact U.S.-Based Companies

On May 25, 2018, the EU implemented the most 
robust regulation of privacy data that the digital world 
had seen—commonly known as “GDPR.” The GDPR 
is the product of years of negotiation among European 
legislators about how best to protect individual rights to 
privacy. The GDPR takes a consumer-first perspective 
and formalizes the principle that individuals have a 

fundamental right to privacy, or more specifically to privacy of their personal 
data.

Should Non-EU companies care?

Before we get into the weeds, let’s address the elephant in the room. Should 
non-European-based companies care? Yes. They should care for a few key 
reasons.

1. The GDPR has a very broad reach.

Unlike the patchwork regulation of privacy in the United States, the GDPR 
essentially applies to any data controller or data processor of the personal data 
of data subjects within the EU, regardless of industry or where the company is 
based. In order to understand what this means, there are few key definitions to 
consider:

• Data controller. A data controller (i.e., an entity that controls data) is the 
entity that determines the purpose, conditions and means of the processing 
of personal data. It is usually the company that is collecting or using the 
data. 

• Data processor. A data processor (i.e., an entity that processes data) is an 
entity that operates on personal data or on sets of personal data, whether 
or not by automated means, such as collection, recording, organization, 
structuring, storage, adaptation or alteration, retrieval, consultation, use, 
disclosure by transmission, dissemination or otherwise making available, 
alignment or combination, restriction, erasure or destruction.

• Personal data. Any information relating to a data subject, such as a name, 
identification number, location data, or one or more factors specific to the 
physical, physiological, genetic, mental, economic, cultural or social identity 
of that person.

• Data subject. A data subject is an 
identifiable natural person who can 
be identified, directly or indirectly, in 
particular by reference to an identifier 
such as a name, an identification 
number, location data, an online 
identifier or to one or more factors 
specific to the physical, physiological, 
genetic, mental, economic, cultural or 
social identity of that natural person. For 
purposes of GDPR applicability, “data 
subject” is not limited to consumers, 
but also includes employees and other 
individuals.

• Within the EU. While many have assumed that the GDPR only applies to 
the personal data of EU residents, others anticipate the regulation to apply 
to any single individual physically located in the EU—even a U.S. citizen. 
Unpacked, the scope of the GDPR encompasses any company, regardless 
of the industry, that collects, records, organizes, structures, adapts, alters, 
retrieves, consults, uses, discloses, disseminates, restricts, erases, or 
destroys any information that could identify an individual person. Therefore, 
U.S. companies that offer goods or services in the EU, monitor the behavior 
of individuals in the EU, or process the personal data of an EU data subject 
on behalf of other businesses should care about the GDPR.

The GDPR considers a number of other factors to determine applicability, 
including whether a company has localized its website to an EU-based domain, 
whether there is an option to translate the website into European languages, 
whether the company accepts European currencies, or whether the company 
collects email addresses to confirm receipt of contact or a purchase but uses 
them for other (e.g., marketing) purposes. It seems that the GDPR will be 
particularly sensitive about companies that “track” data subjects in the EU. 
This would include a company that obtains an EU consumer’s email address to 
provide him or her with a receipt of purchase, then uses that email address to 
send marketing material that tracks whether such material has been opened, 
forwarded, or otherwise utilized—a common practice among web-savvy retailers.



2. The GDPR can implicate B-to-B entities.

A common misconception among U.S.-based 
companies about the GDPR is that the GDPR will 
not apply if they are not directly obtaining personal 
information of data subjects in the EU. Data is 

becoming more and more fluid and, consequently, more difficult to contain. In 
addition, companies rarely, if ever, work alone in transacting with consumers.

Take for example Company A, a B-to-B marketing company. Company A 
contracts with Company B, an online retailer, to help best utilize the data of 
Company B’s customers. The customers (or data subjects) provide their names 
and email addresses to Company B in order to use its website. Here, although 
Company A has no direct contact with the data subjects and is not asking for 
the customer email (i.e., Company A is not a data controller), it could fall into the 
purview of the GDPR as a data processor.

3. A violation of the GDPR can be very expensive.

Failure to comply with the GDPR could result in very steep fines. While omitting 
specific guidelines on how fines will be calculated, the GDPR requires fines 
to be “effective, proportionate, and dissuasive.” (Article 83(1).) Infringements 
of the GDPR could result in a fine the greater of €20 million or 4% of turnover 
(revenue), which, in certain cases, can include corporate families (e.g., parent 
companies and subsidiaries). There will be 28 Data Protection Authorities 
(DPAs) with authority to issue fines.

What does this mean?

The broad reach of the GDPR has the potential to affect a large portion of U.S.-
based companies that do not consider themselves to be within the purview of its 
regulations. Underestimating its applicability could result in a significant financial 
burden on such companies.

If you have any questions about whether the GDPR will impact your company, 
or about steps to take to prepare for its upcoming implementation, please stay 
tuned for additional information. Attorneys in the Schwabe, Williamson & Wyatt, 
P.C., privacy group will coordinate with firms in the EU to provide assistance.

How the GDPR Will Impact U.S.-Based Companies

Next up:
Key Privacy Requirements of the GDPR for U.S. 

Companies
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The GDPR is, at its heart, a regulation to control the 
collection and use of an EU data subject’s personal 
information by limiting the processing of personal 
information to the specific purposes for which it was 
collected, and giving the data subject control over the 
collection, use, and deletion of his or her personal 
information.

The GDPR consists of 94 articles organized into 11 chapters that set out the 
principles and requirements of the law.  A good resource for reading these 
articles and chapters is EUGDPR.org.  Chapters 2 and 3 of the GDPR 
predominantly house the requirements related to the collection and privacy of a 
data subject’s information that a U.S.-based business must understand in order 
to be in compliance.  Understanding these rules is essential to drafting a legally 
compliant privacy statement or consent form and to implementing  
GDPR-compliant procedures.

Collection and Processing of Personal Data. Chapter 2 of the GDPR provides 
key concepts regarding collecting and processing of personal data.
 

There is a heightened standard for 
processing personal data revealing racial 
or ethnic origin, political opinions, religious 
or philosophical beliefs, trade union 
membership, genetic data, biometric data 
for purposes of identifying the person, 
health data, or data concerning a person’s 
sex life or sexual orientation.  As a general 
rule, processing this type of personal data 
is prohibited, except where the data subject 
has provided explicit consent, or the data is 
required by law, for employment, for medical 
or public health and safety reasons, to 
protect the vital interests of the data subject where the data subject is physically 
or legally incapable of giving consent, or where the data is for a non-profit or 
member-driven organization and the processing relates to members or former 
members who have regular contact with the organization.

Consent of the Data Subject.  The consent of the data subject is a key concept 
of the GDPR regulations.  First, the controller must be able to demonstrate that 
the data subject has provided personal consent to the processing of personal 
data.  The form requesting consent must be in clear, easy to understand 
language, and presented in a manner distinguishable from other information 
being presented.  Second, the consent must be “informed,” which means that 
the data subject is aware of the identity of the controller, the categories of 
personal data being collected, the intended use of his or her personal data, 
and to whom the personal data will be disclosed, particularly if disclosure is to 
recipients in third countries.  Third, the form must contain information about the 
time periods that the data will be stored, and how the data subject can easily 
withdraw consent at any time.

Rights of the Data Subject. Chapter 3 provides a list of specific rights that the 
data subject has related to consent, collection, storage, correction, and deletion 
of personal data, which include:

Collecting Data Processing Data

• Data collection must 
be lawful, fair and 
transparent;

• Data must be collected 
only for specific and 
legitimate purposes; and

• Data collection must 
be limited to what is 
necessary to achieve the 
purpose for which it was 
collected.

• The data collected must also be 
accurate, with reasonable steps and 
processes to ensure the erasure or 
correction of inaccurate data;

• There must be procedures in place 
to limit the storage of personal data 
only for as long as necessary for the 
purposes for which the personal data is 
being processed; 

• The data must be processed in a 
manner that ensures its security, with 
plans in place to respond to data 
breaches or other accidental loss or 
destruction; and

• Companies must have data security and 
privacy measures in place, and must be 
prepared to demonstrate compliance 
with this requirement.

Key Privacy Requirements of the GDPR for U.S. Companies
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• Data subjects have a right to know why their 
personal information is being collected. 
 
 
At the time that the controller, or another on the 
controller’s behalf, collects personal data from the data 

subject, the controller must provide the data subject with the identity and 
contact details of the controller, details regarding the data protection officer, 
if there is one, the purposes intended for processing the data, the legal 
basis for processing, the recipients of the personal data, and reference to 
safeguards in place if transferring to a third country.  The controller must also 
provide information about how long the data will be stored, the right to lodge 
a complaint with the supervisory authority, and information about rights to 
correct, erase, or delete personal data. 

• Data subjects have a right to correct their information. 
The data subject has the right to provide a supplementary statement 
requesting correction of any inaccurate or incomplete information.  The 
controller must inform the data subject that this has been done, unless this is 
impossible or involves a disproportionate effort. 

• Data subjects have a right to demand their information be erased, also 
called “the right to be forgotten.” 
Except in limited circumstances, the data subject has the right to request 
that a controller delete personal data without undue delay (usually within 
a month), and the controller has the obligation to do so, and to inform 
the data subject of the erasure where the data is no longer necessary for 
the purposes for which it was collected.  The controller must then take 
reasonable steps to inform controllers who are processing the personal data 
that the data subject has made a request for erasure. 

• Data subjects have a right to restrict the processing of their personal 
information. 
If the data subject has objected to the processing of the personal data, 
lodged a complaint related to the processing, or contested the accuracy of 
the personal data, then the data subject has the right to ask the controller to 
restrict the processing of the data. 
 
Even if the data subject initially consented to the collection and processing 
of personal data, the data subject has the right to later object to the 
continued processing of data.  If this happens, the controller must stop 

processing the data unless it can 
establish compelling legitimate grounds 
to continue that override the data 
subject’s interests, rights and freedoms 
or for the defense of legal claims.

• Data subjects have a right to request 
a copy of their personal information. 
The data subject has a right to request 
a copy of the personal data concerning 
him or her, in an easy to read format, 
and to transmit that data to another 
controller. 

• Data subjects have a right to restrict profiling and other automated 
decision-making. 
With limited exceptions, including if the decision-making is necessary for 
entering into or performance of a contract between the data subject and the 
data controller, the data subject has the right not to be subject to automated 
decision-making, which includes profiling.

It is imperative that a U.S.-based company that is a processor or controller 
of personal information of an EU data subject understand these key privacy 
concepts.  Understanding this information is necessary to draft a compliant 
privacy statement or consent form and implement other GDPR-compliant 
processes.
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Next up:
Key Steps to GDPR Compliance for U.S. 

Companies



Although the GDPR came into effect on May 25, 2018, 
the breadth of its reach will continue to develop long 
after its effective date. Domestic companies should 
be aware that the rules will likely change over time. 
While this may make the applicability of the GDPR 
all the more elusive, there are a number of steps 
that domestic companies can take to best position 
themselves for compliance with the GDPR’s current 
and future states.

When creating GDPR-compliant procedures, companies should make 
sure to ingrain the key GDPR privacy principles (e.g., lawfulness, fairness, 
transparency) into their policies. (This is not an exclusive list of steps to 
compliance, nor does it guarantee compliance with the GDPR.)

1. Map out, identify, and categorize the data the company collects or 
processes.

Often, the first step is the most difficult but the most important. Before 
considering what a company needs to do in order to be GDPR-compliant, the 
company needs to determine what it is currently doing. This means making a 
thorough assessment of what data the company encounters and why. Some 
key questions the company may want to ask itself and document (securely) may 
include:

• Does the company ask for personal data from EU data subjects?
• How does the company obtain personal data from EU data subjects?
• What does the company do with the data? For what purpose?
• Does the company share or permit access to data with any third party? 

Under what contract?
• Who within the company encounters the data? For what purpose?
• Where is data being stored?
• How long is data being stored?
• Can the data be easily accessed for deletion?
• What is the company’s data destruction policy?
• Does the company have a process in place to respond to a data breach?
• What is currently being disclosed to data subjects?

This step is integral to compliance for a number of reasons, not least of which 
is to identify whether the company collects or processes “special categories of 
data,” which cannot be processed without explicit consent or another exception 
to the rule. Article 9 of the GDPR defines “special categories of data” to include 

“data revealing racial or ethnic origin, 
political opinions, religious or philosophical 
beliefs, or trade union membership, genetic 
data, biometric data for the purpose of 
uniquely identifying a natural person, data 
concerning health or data concerning 
a natural person’s sex life or sexual 
orientation.” Companies should be wary 
when collecting or processing any such 
data.

2. Ensure that the company has at least 
one legal basis for every processing 
activity.

A key component to the GDPR principles is that companies limit the collection, 
storage, and use of personal data to the extent possible. Having a legal basis 
for processing activities helps ensure that personal data is being used for valid 
purposes. This does not mean that a company must choose one legal basis 
for all processing activities; however, the company should be able to rely on a 
distinct legal basis for each processing activity. Legal bases can include:

• The EU data subject gave explicit consent for the particular activity;
• Data is being processed pursuant to a contract;
• Data is being processed in order to comply with EU legal obligations;
• The data processing is necessary to protect vital interests of the EU data 

subject;
• The data processing is necessary in the public interest; or
• The data processing is necessary for a legitimate interest of the company 

that does not override the rights and freedoms of the EU data subjects.

3. Have company policies and procedures to allow EU data subjects to 
exercise their individual privacy rights under the GDPR.

Any GDPR-compliant system must provide data subjects ways to exercise their 
individual rights under the GDPR. This means that disclosures made to data 
subjects must include the company’s process to address such individual’s:

• Right of access;
• Right to rectify;
• Right to erasure, aka “right to be forgotten”;
• Right to restrict processing;
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• Right to object to processing;
• Right to data portability;
• Right to not be subject to automated decision  
 making, including profiling.

Companies will need to plan ahead to ensure data 
subject requests are exercised promptly (most require 

data subject requests to take effect immediately, or “without undue delay”). This 
may prove more difficult for some than others. For example, if a company’s 
consumer data is held by a third party processor, who has a backup in cloud 
storage, and the company also holds backup data in a physical server, how long 
will it take a data subject’s information to be erased from all platforms? Both 
internal policies and contracts with third parties that encounter EU data must be 
considered. 

4. Put in place data processing agreements (contracts) with all third 
parties that handle EU personal data for the company.

As indicated in the section above, companies may violate the GDPR if there are 
not proper allocations of risk and delineation of responsibility in contracts with 
third party processors. Controllers should ensure that contracts with a third party 
data processor require that such third party:

• Only process data on the instructions of the company;
• Maintain confidentiality;
• Provide appropriate data security;
• Not engage subprocessors, or share data with any other party, without prior 

authorization;
• Assist your company with its GDPR compliance obligations (including when 

data subjects exercise their rights);
• Provide notification to the company immediately of any suspected data 

breaches;
• Delete or return all data to the company at the end of the engagement; and
• Be able to demonstrate compliance with privacy regulations and contractual 

obligations to the company.

5. Adopt GDPR-compliant privacy notices and make them available at all 
data collection points.

Publically-facing privacy policies (called a “privacy notice” in the EU) not only 
make key disclosures to data subjects, but also create a standard that the 
company must abide by. A domestic company’s failure to abide by its own 

privacy notice could put it in jeopardy of 
violating both domestic and foreign privacy 
laws. A GDPR-compliant privacy notice 
should address the following:

• Identity of the company and contact 
details,

• Purposes of processing and the legal 
basis for processing,

• Legitimate interests of processing if 
applicable,

• Categories of third party recipients of 
personal data,

• Existence of data transfers out of the 
EU,

• International data transfer mechanism in place for data transfers,
• Data retention periods or criteria for such,
• Existence of the individual rights,
• Right to lodge a complaint with the EU supervisory authorities,
• Whether the provision of data is required (and consequences for not 

providing it), and
• Existence of automated decision-making (if applicable).

In addition to the contents of a company’s privacy notice, privacy enforcement 
authorities also look to where and how the privacy notice is posted. A 
conspicuous link (that stands out from its surroundings) should be made readily 
accessible at every point that personal data is being collected. Any changes to 
a privacy policy should have an effective date and be made very clearly to data 
subjects (as you may have seen in many websites’ home page banners months 
leading up to the GDPR taking effect). 

6. Design and integrate appropriate data protection and security.

The GDPR requires companies to provide a “reasonable” level of protection for 
data subjects’ personal data, but punts the burden to companies to determine 
what “reasonable” means with respect to their business. Consequently, 
companies will need to make sure they take a “data protection by design and 
by default” approach both to the design and integration of their protection 
measures, which must be appropriate based on the sensitivity of the data and 
risk to data subjects. Compliance will require a holistic approach and synergy 
both internally and externally (e.g., with vendors).
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Part of the holistic approach to data security includes 
implementing appropriate technical and organizational 
security measures appropriate to the risks to data 
subjects’ rights. Companies should, at minimum, 
consider where appropriate:

• Encryption, pseudonymization, anonymization, 
confidentiality, integrity, availability, resilience of systems, the ability to 
restore and access personal data in the event of incidents, and a process 
for regularly testing, assessing and evaluating the effectiveness of security 
measures;

• The risks that would be posed by accidental or unlawful destruction, loss, 
alteration, unauthorized disclosure or access; and

• How to ensure that any third party data processors acting on your behalf 
provide appropriate data security.

7. Adopt and implement data breach response procedures.

Companies both within and outside the reach of the GDPR should implement 
a data breach/incident response plan. Most states in the United States have 
reporting requirements for a data breach of consumer data. The GDPR can 
require companies to make notifications of data breaches either to an EU 
Supervisory Authority (“SA”) or to the affected individuals.

• Notification to regulators: required unless the personal data breach is 
unlikely to result in a risk to the rights and freedoms of natural persons. 
Information can be reported as information is learned (likely to be the case 
given the tight deadline).

• Notification to affected individuals: required when the breach is likely to 
result in a high risk to the rights and freedoms of the individuals. Must be 
made without undue delay.

8. Conduct Data Protection Impact Assessments when necessary.

Article 35 of the GDPR mandates controllers to conduct Data Protection Impact 
Assessments (“DPIAs”) for any “type of processing in particular using new 
technologies…[that] is likely to result in a high risk to the rights and freedoms of 
natural persons.” The GDPR’s requirements for DPIAs include:

• Systematic description of the processing operations, their purposes, and the 
interests pursued by the company;

• Assessment of the need for, and proportionality of, the processing;

• Risk assessment with regard to data 
subjects’ rights; and

• Safeguards and accountability 
measures to be adopted to protect 
personal data and comply with the 
GDPR.

If processing would result in a high risk 
in the absence of proposed mitigation 
measures, companies should contact an 
SA before commencing processing. SAs 
are authorized to provide written advice and 
may ban processing or transfers abroad, or 
take other actions.

9. Data Protection Officer (“DPO”)

While the designation of a Data Protection Officer (“DPO”) is not necessary 
for some, if not most domestic companies that regularly and systematically 
monitor EU data subjects on a large scale, or that process special categories 
of data (e.g., health, racial, political, ethnic) or personal data relating to criminal 
convictions and offences, where applicable, businesses should consider 
designating a DPO. In the absence of an official DPO, companies should still 
consider designating a responsible employee to monitor and maintain privacy 
governance for the company both internally and with third parties.

Next up:
A Human Resources Manager’s Guide to the 

GDPR
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When it comes to compliance with privacy laws, 
companies often overlook the more internal data that 
they collect—data about their employees. Probably 
more than any other department in a company, 
HR offices and databases have a treasure trove of 
documents that contain personal information related 
to current and former employees and job applicants. 

Such documents include:

• Job applications and resumes;
• Background check information;
• Social security numbers and other government identification;
• Payroll and bank account information;
• Immigration forms;
• Personnel records;
• Employee benefit records;
• Medical records;
• Retirement and termination records.

For this reason, those who work in the HR field should be familiar with 
the GDPR, and with other state and federal privacy laws that protect the 
confidentiality of personal information. 

The GDPR has a very broad reach and will apply to any U.S. business that 
has employees located in the “EU”.  It does not matter whether the employees 
are EU citizens.  If a U.S.-based company has an employee who is a U.S. 
citizen and is working in the EU, then the GDPR will apply to the collection and 
processing of personal information related to that employee.  In addition, on 
April 19, 2018, the European Commission Working Party 29 (“WP 29”) issued a 
position paper that discussed the size of employers that are required to comply 
with the specific collection and processing requirements that are set out in 
Section 30 of the GDPR.  That section requires that controllers and processors 
maintain a record of the collection and processing activities under their 
responsibility, which must contain:

• The name and contact details of the controller or processor;
• The purposes of the processing;
• A description of the categories of data subjects and the categories of 

personal data;
• The categories of recipients to whom the personal data will be disclosed;
• Transfers of personal data to a third country or organization and the 

identification of the third country or organization;

• The timelines for deletion of the 
categories of data.

Article 30(5) excluded the obligation to 
maintain a record of these processing 
activities to an enterprise or an organization 
employing fewer than 250 persons unless:

• the processing it carries out is likely 
to result in a risk to the rights and 
freedoms of data subjects,

• the processing is not occasional, or
• the processing includes special 

categories of data [that “reveals racial or ethnic origin, political opinions, 
religious or philosophical beliefs, trade union membership, genetic data, 
biometric data, or data concerning health or information on a person’s sex 
life or sexual orientation], or personal data relating to criminal convictions 
and offenses * * *.”

The position paper clarified that organizations with fewer than 250 employees 
that process data regarding employees would not be excluded from the 
requirements of Article 30 because these processing activities are not 
“occasional.” 

So, what does all of this mean for an HR professional?

1. Employees must provide consent

HR professionals must ensure that employees provide consent for the regular 
collection and processing of their personnel records at the time that employees 
apply for work.  One way to accomplish this is to include a specific notice with 
the job application that:

• The employee understands that the company will collect and process certain 
personal information that is required for application or employment with the 
company, and

• The employee consents to the collection and processing of personal data for 
this purpose. 

You must provide the specific purpose for which you are collecting the data.  
That purpose may be recruitment or employment.  Further, you must provide: 
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• Information on the employee’s rights to ensure  
 that the information is accurate,
• The amount of time that you intend to keep the  
 data, and
• Information about the employee’s right to  
 request deletion upon termination.

Employers will also have to provide information on how an employee can 
withdraw consent, or request deletion of personal information from the 
employer’s databases.  The requirement to delete information may also be 
impacted by other state or federal laws that require record retention.

2. Minimize the data collected

The GDPR includes a concept known as “data minimization,” which requires that 
the personal data that a company collects be “adequate, relevant and limited 
to what is necessary in relation to the purposes for which they are processed.”  
(Article 5(1)(c)).  Therefore, you should review all of the information that you 
collect and process to determine whether it is necessary.  You should refrain 
from requesting any information that you do not need.

3. Provide employment and personnel records immediately

HR professionals in most states are already bound by laws that provide certain 
timelines in which to provide information in a personnel file.  For example, in 
Oregon an employer must provide a reasonable opportunity for an employee 
to review personnel records within 45 days after a request.  In Washington, an 
employer must make personnel records available within a reasonable period of 
time at least once per year upon an employee’s request.  In addition to these 
statutes, employers with employees in the EU must provide employment records 
“without delay,” but usually within 30 days.

4. Provide additional safety measures to data

HR professionals must consider how they can keep personal information private.  
Encrypting data and strengthening the password protection to files that contain 
personal information are two methods of providing extra protection.

5. Delete data when Its retention Is no longer required or necessary

Companies should delete all data after the expiration of specific state and 
federal record retention laws.  Notify applicants or employees if you must 

maintain data and for how long.  
Cite to the specific requirement.

6. Provide privacy training

Whether we are talking about the GDPR 
or other state and federal privacy laws, 
more than ever, HR should ensure that 
all employees receive privacy training to 
help prevent data breaches that may occur 
with phishing or other malware or email 
scams. Companies should also implement 
training about the use of hardware such as 
employer-provided laptops and cell phones. 
With the growing trend of “plugging in” remotely among companies, training 
regarding Virtual Private Networks and other software used by a company’s 
employees is also key to securing confidential information.

7. Understand the data breach policy

In addition, HR professionals must understand the company’s data breach 
policy and be able to take quick and decisive action in the event of a data 
breach.  HR may well be involved in drafting the appropriate data breach notices 
that must be provided in the event of a data breach.  The GDPR requires that 
businesses notify anyone affected by a data breach within 72 hours of becoming 
aware of the breach. This means that appropriate protocols and channels of 
communication must be in place and well-implemented both for breaches that 
occur within and outside of a company’s system. Some companies may want 
to consider hiring a Data Privacy 
Officer to be in charge of data 
privacy and/or security for the 
company.

The GDPR is now in effect.  HR 
professionals who have not 
already evaluated whether they 
have employees who may require 
compliance with the GDPR should 
conduct this analysis immediately 
and consult legal assistance if they 
have questions.
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